
 

ACCEPTABLE USAGE AGREEMENT  

If you use the online services of the Department of Education you must agree to the following rules: 

 I will not reveal personal information, including names, addresses, photographs, credit card 
details and telephone numbers of myself or others when online. 

 I will not give anyone my logon password. 

 I will not let others logon and / or use my online services account unless it is with the teacher’s 
permission. 

 I will not access other people’s online services accounts without permission from the teacher. 

 I understand that I am responsible for all activity in my online services account. 

 I will tell my teacher if I think someone has interfered with or is using my online services 
account without permission. 

 I understand that the school and the Department of Education may monitor any information 
sent or received and can trace activity to the online services accounts of specific users.  

 If I find any information that is inappropriate or makes me feel uncomfortable I will tell a 
teacher about it.  Examples of inappropriate content include violent, racist, sexist, or 
pornographic materials, or content that is offensive, disturbing or intimidating or that 
encourages dangerous or illegal activity. 

 I will not attempt to access inappropriate material online or try to access Internet sites that 
have been blocked by the school or the Department of Education.  

 I will acknowledge the creator or author of any material used in my research for school work by 
using appropriate referencing. 

 I will obtain permission from the copyright owner of any materials inserted into my school work 
before I subsequently reuse it as a portfolio for employment, in a competition or any other uses 
other than for my private research and study.  

 I will make sure that any email that I send or any work that I wish to have published is polite, 
carefully written and well presented. 

 I will follow the instructions of teachers and only use online services for purposes which 
support my learning and educational research. 

 I will be courteous and use appropriate language in all Internet communications.  

 I will not use the Department’s online services for personal gain or illegal activity (e.g. music file 
sharing), to bully, offend or intimidate others or send inappropriate materials including 
software that may damage computers, data or networks. 

 I will not damage or disable the computers, computer systems or computer networks of the 
school, the Department of Education or any other organisation.  

 I will be mindful of the possible problems caused by sharing or transmitting large files online. 
 
I understand that:  

 I will be held responsible for my actions while using online services and for any breaches caused 
by allowing any other person to use my online services account;  

 the misuse of online services may result in the withdrawal of access to services and other 
consequences dictated in the School’s policy; and 

 I may be held liable for offences committed using online services. 

I agree to abide by the Acceptable Usage Agreement for school students. I understand that if I am given an 
online services account and break any of the rules in the agreement; it may result in disciplinary action, 
determined by the principal in accordance with the Department’s Behaviour Management in Schools policy. 

Name of student:  __________________________________  

Signature of student:  __________________________________  Date:  ___________________  

Office use only:  Date processed:  / /  Processed by (initials):         

Note:  This Agreement should be filed by the teacher and a copy provided to the student. 
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1.      Introduction  
 
The use of Information Technology in the classroom has developed significantly in the past decade providing a 
wealth of rich educational resources and tools, that when used effectively, can deliver very positive teaching and 
learning outcomes. The accessibility, affordability and connectivity of devices has changed dramatically in this 
time. Schools have moved from a limited number of desk-bound computers to a variety of accessible devices in 
recent years. This was assisted by the State and Federal Governments 1:1 notebook for students initiative. This 
program has now ceased but the student appetite for greater access to technology for learning which this 
program encouraged continues. This access will now be met through an optional Personally Owned Devices 
program which will allow students to securely access the wireless network and use suitable devices at school. 
 
 
1. Description of Personally Owned Devices Program 
 
Students Personally Owned Devices will be permitted for use in the school with the purpose of engaging in the 
school learning programs. Students will be permitted to connect to a specific wireless network with the device 
using their normal Education Department Logon. This connection will not provide the same level of access as if 
they connected using a school owned device. This will present no issues to the use of the device if students follow 
the recommended protocols for managing their access. In general this will require students use an external 
storage medium with their device. This external storage could be external USB drive, SD Drive, external hard drive 
or cloud storage. It is sound practice for students to use one of these methods at all times to ensure potential 
data loss is minimised. 
 
Modern Smartphones are capable of securely accessing the wireless network in the same manner as other 
devices. The school policies have been updated to reflect their potential use in class. This remains at the 
discretion of the class teacher for specific purposes (e.g. as a substitute calculator) and they do not constitute a 
part of the Personally Owned Devices program. These devices may only be used in classrooms with the 
permission of the class teacher for specific purposes determined by the teacher. 
 
The school will publish recommended minimum specifications for devices suitable for use on the network.  Some 
older equipment with lower specifications will be excluded as its performance will not be suitable for the 
program. All devices which are authorised for use will require an up to date virus checking system. As some virus 
protection software is incompatible with the wireless system, a list of recommended products will be published 
from time to time. 
 
Each device will require a suite of software which is compatible with school systems. Generally the systems used 
by the school are either web-based which require no additional software to be installed on the personally owned 
device or Microsoft Office products. The access afforded to Microsoft Office products has several solutions 
including free downloaded Microsoft web-based Apps, Office 365 or fully installed Office. A number of other 
suppliers provide Office compatible software much of which is free to download and use for personal devices. 
Any specific school owned software such as graphics, video editing, CAD etc. which is provided by the school on 
school owned devices in dedicated classrooms cannot be provided to students to install on personally owned 
devices. This software must be accessed on school owned devices in relevant classes. 
 
Devices which students may consider as appropriate or desirable may have practical shortcomings when being 
used for a variety of tasks. In general a notebook computer is the most suitable format as it allows for students to 
access information from online sources as well efficiently interact with information and create data for input or 
upload.  The most suitable minimum screen format for notebooks is 10” (25cm).  Tablets are excellent for 
accessing information and data but are limited in their capacity and usefulness for data creation. If a tablet is 
contemplated it is recommended that a keyboard case be purchased to assist with overcoming these limitations. 
Tablets and smartphones with smaller screens can be problematic when attempting to create data for input. It is 
recommended that minimum screen size for tablets to ensure they are usable with the system is 8” (20cm), with 
preference for 10” (25cm). It is recommended that the prior to purchase the screen resolution be determined. 
The general rule is the higher the resolution the better for use, particularly on small screens. 
 
 



 

  

 
Recommended Systems and Software 
 
The following are the minimum specifications for systems and recommended software: 
 
System Software 

 Windows 7, 8, 10 (recommend update to Windows 10) 

 Android (recommend Android 5 or higher) 

 Apple OSX or IOS (latest versions recommended) 
 

System software should be kept up to date as the latest versions are released 

 
Browsers 
 
The following browsers are known to be compatible with the system: 
 

 Safari (Apple) 

 Firefox (free download from Mozilla for Apple, Windows & Android) 

 Internet Explorer (Microsoft) 
 
Virus Checker 
 
A number of virus checkers both commercial and free are available. Some systems such as Windows incorporate 
the software in the system. All devices musty have some form of virus checker with updates for definitions 
enabled to ensure they are constantly up to date. A commonly used, compatible system is: 
 

 AVG Free (available for personal use by free download for Apple, Windows and Android) 
 
Office Software 
 
Compatible Office software may be purchased (often bundled with a device) however free download versions are 
available from Microsoft.com. Substitute software may be acquired as free download for personal use from some 
software suppliers. Please note that compatibility issues can arise from some of these sources.   
 
Graphics Software 
 
Some system software incorporates a graphics manipulation package. This may be useful for some school 
applications however if this is not the case a number of excellent Open Source graphics programs are available for 
free download. 
 
Please Note: All software is licensed to user by the owner. The user must check the licensing arrangements and 
End User License Agreement prior to using the software.  
 
Choosing a Device 
 
It is obvious that a huge number and variety of devices are available. It is recommended that when choosing a 
device, the information supplied about system and software is used to guide the purchase. It is also 
recommended that devices with excessive “bloatware” and other custom software loaded are avoided or that this 
be removed (if possible) from the device as it may hinder the efficiency of the device. Please cosier the robustness 
of the device as a priority as it will be subject to situations (e.g. transport in school bag, on buses etc.) with 
considerable potential for wear and tear.  A suitable robust case is recommended for purchase with all devices. 
 
The school will provide a list of suppliers of devices which suit all of these requirements as well as offer some 
other services such as insurance. This service is optional. Devices which are purchased outside of these schemes 
which meet the specification for connection are quite acceptable 



 

  

2. Responsibilities 
 
Students 
 
All students who opt into the Personally Owned Devices Program must use their device in accordance with the 
school’s Students Online Policy which sets out the conditions of use and consequences for breaching these 
conditions. If a student breaches the conditions they will, as if they did so whilst using a school owned device, it 
will be considered a to be a behaviour management issue which will be dealt with through the school’s Behaviour 
Management Plan. A student who persistently refuses to follow the policy will have their access restricted or 
removed. Students must ensure their software and systems are constantly up to date. Students must take 
responsibility for ensuring their device is charged ready for work when they arrive at school.  
 
Parents and Guardians 
 
The role of parents and guardians is to ensure students understand their responsibilities and it clear that to 
participate in the program they must comply with the provisions of the Education Department and School policy. 
Parents should act as a partner in the program by checking that students keep their software/system up to date, 
that they are charged prior to arriving at school and reinforce the importance staying “cybersafe”.  
 
Teachers 
 
Teaching staff will monitor appropriate use of devices whist students are accessing online resources and 
participating in class activities. Teacher will reinforce the necessity of compliance with Department and School 
Policy as well as the need to practice “cybersafety”. Staff are not responsible for solving technical issues or 
charging of devices. 
 
School 
 
The school will provide secure wireless access to the network for Personally Owned Devices.  The school will 
ensure students are aware of information management provisions such as copyright which must be considered 
prior to using or publishing information.  
 
3. Physical Management of Devices 

 
Security, Storage and Transport 
 
It is the responsibility of the student to ensure they keep their device secure whilst on school premises or during 
school activities. If students do not have a secure locker for use during break times it is recommended they are 
kept with the student at all times. During practical lessons students must store their devices as instructed by their 
teacher. Under no circumstance should devices be left at school overnight or on weekends. 
 
It is highly recommended not to transport devices in school bags with further protection such as a protective hard 
case which is specifically designed for the style and size of device. 
 
It is highly recommended that all serial numbers on the device are recorded and kept in a secure place at home. It 
is recommended that if possible the device be marked with a security identification of some type and that where 
available security software which can track and lock the device if stolen can be employed. 
 
Safety 
 
ICT devices have been the subject of number of ergonomic and safe use studies. Users should familiarise 
themselves with the recommendations of these studies and modify their use accordingly. 
Loss or Damage 
 



 

  

The school is not responsible for loss or damage to devices used in the Personally Owned Devices Program. The 
devices remain at all times the responsibility of the child, parent or guardian. Eastern Hills Senior High School 
takes no responsibility for stolen, lost or damaged devices, nor does it take any responsibility for lost or corrupted 
data. If a device is lost or suspected to be stolen this must be reported to the school as soon as possible.  
 
Data Management 
 
All data should as a matter of good practice be backed up to an independent storage medium. This can be USB 
drive, external hard drive, SD-RAM or cloud. Which method is chosen will depend in the first instance on the 
capabilities of the device. For example some tablet devices do not incorporate USB or SD-RAM ports making it 
necessary to use cloud storage as USB devices or SD-RAM cannot be connected. The EDUPOD system does not 
provide access to student home drives which are available when using school owned devices. 
 
Teachers and the school are not responsible for data loss or corruption. Students must manage this aspect of 
their use of Personally Owned Devices Program. 
 
Printing 
 
All school printers are accessible and managed through the network to computers which are part of the network 
domain. Printing is not available EDUPOD connected computers. Students needing to submit work to teachers can 
do so either by using their Department supplied email account or using Connect. 
 
4. Network Access Management for Personally Owned Devices 

 
Students who use a Personally Owned Device to access the school wireless network through EDUPOD must 
ensure: 
 

 they do not bring or download unauthorised programs, including games to the school, or run them on 
their devices or on school owned devices. Internet games are not permitted. 

 infringe software copyright.  

 infringe copyright through plagiarism or illegal copying. 

 illegally obtained or copied software is not to be used. 

 deliberately introduce malicious software to the school system. 

 attempt to login to any other network service than EDUPOD. 

 alter, tamper with or attempt to access another users Logon. 

 alter, tamper with or attempt to access another users file system. 

 reveal their network credentials (user name and/or password). 

 interfere in any manner with network security or performance. 

 Store any of the following on their device: 
o obscene or restricted material 
o copyrighted materials 
o insulting or inflammatory material 
o unauthorised pictures 

 they do not deliberately enter or remain on internet sites which have any of the following content: 
o nudity, obscene language or discussion 
o violence 
o information regarding the committing of crime 
o information regarding weapons, their making or use 
o dangerous or injurious activities 
o revenge or cyberbullying 

 they do follow acceptable use guidelines when publishing material on the internet. 

 Use sites such as YouTube only with the knowledge and permission of their teacher for accessing 
information related to their learning program 

 not access Facebook or similar social media sites. 



 

  

 

5. Monitoring and Logging 
 

Measures are put in place to monitor email traffic and Internet access. All activities conducted via the 
Department’s online services may be logged, accessed and disclosed for administrative, legal and security 
purposes and risk management.  

 
6. Chat Lines and Skype 
 
The use of chatlines and communications programs such as Skype is not permitted. 

 
7. Cybersafety 

 
Parents and students must make themselves aware of the issues surrounding cybersafety. It is important that 
students are kept as safe online as is possible. Further information on cybersafety can be accessed from a 
number sites. A recommended site is www.cybersmart.gov.au 

 
  



 

  

 

      Eastern Hills Senior High School 

Personally Owned Devices Agreement 
 

Students are permitted to use Personally Owned Devices on the following conditions: 
 

1. Students will comply with all conditions outlined in the Students Online – Acceptable Use Policy 
 
2. The student and their parent will be solely responsible and legally accountable for any data stored 

or installed on the student’s Personally Owned Device... 
 

3. The student must bring their fully charged device, carry case, storage such as USB drive to school 
each day. It is student responsibility to monitor battery levels. 

 
4. Students will take all reasonable care to prevent any form of damage, loss or theft of their 

Personally Owned Device. 
 

5.  The student is responsible for the safe storage and care of their device at all times.  During Physical 
Education or other practical classes the student must ensure their device is safely stored or obey 
teacher instructions regarding their storage during class time. 

 
6. It is the responsibility of the student to: 

 
a. keep anti-virus software up to days (within 7 days of release) 
b. keep operating systems up to date with latest releases including security patches 
c. enable the device to have these and other critical updates performed automatically 
 

7. Student’s Personally Owned Devices may only be connected to the authorised school network 
through the EDUPOD wireless system. 

 
 

I have discussed the rules and requirements of participation in the Personally Owned Devices Program 
as outlined in the Eastern Hills Senior High School Parent & Student Personally Owned Devices 
Statement with my son/daughter. We agree to comply with the conditions set out in the relevant 
Eastern Hills SHS and the Department of Education policies. I give permission for my son/daughter to 
bring their device to school each day ensuring it is fully charged and that the system and virus protection 
updates are performed regularly in compliance with the usage policy. 
 
Student Name: ______________________________________ Year Level: _______ 
 
Student Signature: ___________________________________ Date: ____________ 
 
Parent/Guardian Name: _______________________________ 
 
Parent/Guardian Signature: ____________________________ Date: ____________ 
 
Please sign, date and return to school. 

 

Appendix – Personally Owned Devices Agreement 



 

  

         Eastern Hills Senior High School 

Personally Owned Devices Recommended Specifications 
 

The following list is intended as guide for the purchase of devices to use in the program. These are the 
minimum specifications for a device to operate on the wireless system. 
 

 Recommended Alternative 
Form Factor Notebook or Convertible Tablet with keyboard case 

Screen dimensions Minimum 10” Apple Minumum 10” 
Tablets - Minimum 8”, 10” 
recommended 

Operating system Windows 7,8, 10 Apple OSX (latest version) 
Apple iPad  iOS (latest version) 
Android (ver 5 or higher) 

Processor Minimum   
Intel Celeron N2840 processor  
( 2.16GHz 1333MHz 1MB 

Apple 
iPad 
Android minimum quad core 1.5 GHz 

Memory Notebook Minimum RAM 4 Gb 
Convertibles 2GB 

Apple 
iPad 
Android 

Wireless Wireless 802.11n 2.4GHZ Wireless 802.11n 2.4GHZ 

Battery Life Minimum 6 Hours Minimum 6 Hours 

Storage Notebooks – minimum 320GB 
Convertibles – Minimum 32GB 

Apple 
iPad 
Android 

Case Suitably rugged case. Hard case 
recommended 

Suitably rugged case. Hard case 
recommended 

Recommended 
Interfaces 

USB 2.0, 3.0 
SD RAM 

USB 2.0, 3.0 
SD RAM 

Recommended  options Accidental loss or damage insurance Accidental loss or damage insurance 

 
  

 



 

  

11. STUDENTS ONLINE ACCEPTABLE USAGE AGREEMENT  

If you use the online services of the Department of Education you must agree to the following rules: 

 I will not reveal personal information, including names, addresses, photographs, credit card details 
and telephone numbers of myself or others when online. 

 I will not give anyone my logon password. 

 I will not let others logon and / or use my online services account unless it is with the teacher’s 
permission. 

 I will not access other people’s online services accounts without permission from the teacher. 

 I understand that I am responsible for all activity in my online services account. 

 I will tell my teacher if I think someone has interfered with or is using my online services account 
without permission. 

 I understand that the school and the Department of Education may monitor any information sent or 
received and can trace activity to the online services accounts of specific users.  

 If I find any information that is inappropriate or makes me feel uncomfortable I will tell a teacher 
about it.  Examples of inappropriate content include violent, racist, sexist, or pornographic materials, 
or content that is offensive, disturbing or intimidating or that encourages dangerous or illegal activity. 

 I will not attempt to access inappropriate material online or try to access Internet sites that have been 
blocked by the school or the Department of Education.  

 I will acknowledge the creator or author of any material used in my research for school work by using 
appropriate referencing. 

 I will obtain permission from the copyright owner of any materials inserted into my school work 
before I subsequently reuse it as a portfolio for employment, in a competition or any other uses other 
than for my private research and study.  

 I will make sure that any email that I send or any work that I wish to have published is polite, carefully 
written and well presented. 

 I will follow the instructions of teachers and only use online services for purposes which support my 
learning and educational research. 

 I will be courteous and use appropriate language in all Internet communications.  

 I will not use the Department’s online services for personal gain or illegal activity (e.g. music file 
sharing), to bully, offend or intimidate others or send inappropriate materials including software that 
may damage computers, data or networks. 

 I will not damage or disable the computers, computer systems or computer networks of the school, 
the Department of Education or any other organisation.  

 I will be mindful of the possible problems caused by sharing or transmitting large files online. 
 
I understand that:  

 I will be held responsible for my actions while using online services and for any breaches caused by 
allowing any other person to use my online services account;  

 the misuse of online services may result in the withdrawal of access to services and other 
consequences dictated in the School’s policy; and 

 I may be held liable for offences committed using online services. 

I agree to abide by the Acceptable Usage Agreement for school students. I understand that if I am given an online 
services account and break any of the rules in the agreement; it may result in disciplinary action, determined by 
the principal in accordance with the Department’s Behaviour Management in Schools policy. 

Name of student:  _________________________________  

Signature of student:  _________________________________  Date:  ___________________  

Office use only:  Date processed:  / /  Processed by (initials):         

Please sign, date and return to school. 

 
 


